
Internet and E-Mail  Pol icies 
  
Guidel ine for the management of IT Equipment instal led in CWU 
Learning Centres 
  
Purpose: To describe the procedures necessary for managing the 
instal lat ion and control of IT faci l i t ies in CWU Learning Centres. 
  
Scope: Al l  IT equipment and software owned or leased by the CWU for 
use in CWU managed Learning Centres. 
  
Discussion: The purchase, instal lat ion and use of IT equipment and 
software must conform to relevant CWU pol icies. Before ordering such 
equipment, therefore, i t  wi l l  be necessary to check the pol icies to 
ensure compliance. 
  
Where the equipment is purchased by the Union, such purchases wil l  
be governed by the Union’s purchasing pol icy in force at the t ime.  
  
Subject to the introduct ion of a Union wide pol icy, i t  is accepted that a 
degree of f lexibi l i ty is required for the resourcing of Learning Centres. 
This is due to the var iety of  avenues from which equipment can be 
provided. 
  
The provision of such equipment, whether through purchase, lease or 
other means is administered by the Training and Education Dept. who 
have budgetary responsibi l i ty.  
  
The IT Dept. are responsible for the management of equipment owned 
or leased by the Union and must be kept informed of any intent ions to 
purchase. This is to ensure proper control of assets and costs.  
  
Procedure: Once a decision has been made to establ ish a CWU 
Learning Centre i t  wi l l  be necessary to consider the type and range of 
IT equipment needed. 
  
Provision by other organisat ions 
  
In the event that such equipment is provided and remains the property 
of another organisation (e.g. a col lege) then the CWU has no 
responsibi l i ty for the provision, instal lat ion, management or support of 
such equipment. 
  
Responsibi l i ty for user pol icies, such as software l icensing, remain 
with that organisat ion and users wil l  need to comply with those 
pol ic ies. 
  
Provision by the CWU 
  



Where equipment is purchased or leased by the CWU then 
responsibi l i ty for the management and support of such equipment 
rests with the Union. 
  
On instal lat ion of the equipment an Asset Registrat ion form wil l  be 
completed and forwarded to the IT Dept. A copy of the form is 
attached. 
  
Any changes to the specif icat ion of the equipment or the instal lat ion 
of software wil l  be not i f ied to the IT Dept. as soon as possible. 
   
Internet /  E-mail  use pol icy 
  
Pol icy: I t  is the pol icy of the Communication Workers Union to provide 
Internet and E-mail  access to al l  employees, (and representat ives via 
Branches) whenever possible.  
  
General pr inciples: Internet/ intranet/E-mail pr iv i leges, l ike computer 
systems and networks, are the Unions' resources intended for 
business purposes. Use of Internet/ intranet may be subject to 
monitor ing for securi ty and/or network management and 
employees/representat ives may further be subject to l imitat ions on 
their use of such resources. 
  
Resource usage: The Union encourages staff  and representatives to 
explore the Internet to assist in gaining a greater understanding of i ts 
resources and to support their part icular job requirements. Use of 
CWU computing resources, for personal purposes is permissible so 
long as i t  is kept to within reasonable bounds or so long as no Union 
act iv ity is pre-empted by the personal use.  
  
Condit ions of use: Users shal l  not:  
 
Use the Internet for any i l legal purpose. 
 
Upload, download or otherwise transmit commercial software or any 
copyrighted materials belonging to part ies outside of the Union or the 
Union i tself  without the specif ic author ity of the Head of IT & Telecom. 
 
Visi t  Internet si tes that contain i l legal,  obscene, or hateful content 
which is object ionable and inappropriate for the workplace. Neither 
shal l  users send or receive material that is obscene or defamatory or 
which is intended to annoy, harass or int imidate another person. 
  
E-mail :  I t  is the pol icy of the Communicat ion Workers Union to provide 
e-mail access to al l  i ts employees and representat ives via the branch 
structure. 
  
 
 



General pr inciples: 
 
Correspondence via e-mail  is not guaranteed to be pr ivate. 
Conf ident ial e-mails should not be sent without encrypt ion.  
Use of e-mail  may be subject•  to monitoring for securi ty and/or 
network management reasons. Users may be subject to l imitat ions on 
their use of such resources. 
  
Condit ions of use: Users shal l  not:  
 
Spend an unreasonable amount of  t ime on personal e-mail.  
Use e-mail  for any i l legal purpose. 
 
Send company-wide virus alerts. Please forward information to IT staff  
to check information. They wil l  make sure necessary precaut ions are 
taken. 
 
Open an e-mail  attachments from sources unknown to the recipient.  
Make or post indecent remarks, proposals or mater ials. 
 
Transmit commercial software or any copyrighted mater ials belonging 
to part ies outside of the Union or the Union i tself .  
 
Reveal or publ ic ise conf idential or propr ietary information which 
includes, but is not l imited to: f inancial information, Union strategies 
and plans, databases and the information contained therein, 
computer/network access codes and relat ionships with other 
organisat ions without the author i ty of the General Secretary.  
  
Discipl inary process: Inappropriate use of Internet/Intranet and E-Mail 
resources may result  in the restr ict ion of access to such services or 
lead to act ion being taken under the Union’s Rules of Conduct 
contained in the Union’s Discipl inary Code. Any monitoring of the 
usage of these resources wi l l  be legit imate and wil l  take account of an 
individual ’s r ight to pr ivacy. 
  
Netiquette: "Net iquette" is the term used for describing appropriate 
standards to be appl ied when using electronic services. These 
standards cover individual conduct and proper housekeeping 
procedures in that regard. 
  
Al l  Users wil l  apply the CWU "Net iquette" guidel ines when using 
electronic communicat ions.  
  
Time is our most precious asset. Information technology should be 
used to free up t ime, not waste i t .  .  
  
Space on any network is f ini te; therefore please do not waste valuable 
space by sending and stor ing old and unnecessary e-mails and, 
part icular ly, attachments. Size is everything, so keeping your e-mails 



brief and to the point,  whi lst  avoiding attachments, wi l l  help 
enormously.  
   
Viruses are an ever present threat to al l  networks, and your desktop. 
They usual ly travel as attachments and can easily be transmitted 
within Word or similar documents. Never open an attachment unless 
you know the sender and always be extra careful about forwarding 
attachments. 
  
Addit ional ly, the use of “ Instant Messaging” services is becoming 
more popular, but does open the user to constant virus attacks, for 
this reason, Instant Messaging is not author ised for use on CWU own 
and purchased equipment.  
  
Please ensure you adopt "good housekeeping" pract ices by delet ing or 
f i l ing old or unwanted e-mails regularly. 
 


